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number symbol permission
0 .-
1 --X execute
2 -w- write
3 -wX write and execute
4 r-- read
5 r-x read and execute
6 rw- read and write
7 rwx read, write and execute
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chown USER:GROUP FILE
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chgrp GROUP FILE
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chmod [777] file
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chmod [ugo][+-=][rwx] FILE
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chmod u+rwx FILE
chmod g+rwx FILE
chmod o+rwx FILE
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chmod u-rwx FILE
chmod g-rwx FILE
chmod o-rwx FILE
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